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Safe and secure communication
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We are committed to providing safe,
reliable and disaster-resistant ICT services
as vital infrastructure that enables
people to connect with each other in any contingency,
ensures information security, and protects

and supports everyday life and society as a whole.
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CSR Goals

Ensuring stable and reliable services as critical
infrastructure

Safe and secure communication

Managing and maintaining communications services

Maintaining a disaster-resistant
communications infrastructure

(®) NTTGroup

Communications networks represent lifelines that are
indispensable to the functioning of society, business activities and
public safety. The NTT Group endeavors to build disaster-resistant
communications infrastructure, and maintain and operate it in a
way that ensures its proper functioning at all times.

For example, NTT East, NTT West, NTT Communications and
NTT DOCOMO monitor their communications networks on a
24/365 basis from their operation centers. In the event of a failure
caused by a disaster or some other contingency, they work to
restore service by switching to standby equipment and other
means through remote operations.

Also, with the spread in recent years of mobile phones, use of
public telephones has declined, but public telephones still have a
valuable role to play as a means of communication during
disasters and other emergency situations, and as such, NTT East
maintains about 58,000, and NTT West about 51,000 type 1 public
telephones*.

*Type 1 public telephone
Installed to serve as the minimum means
of communication at a density of one

every 0.25 km? in urban areas, and one
every 1 km2in other areas

Operation center

Developing a system for visualizing corrosion level
to improve the reliability of outdoor
communications equipment

O NTT

Steel pipe telephone poles, metal fittings and other outdoor
structural components are indispensable to the provision of
communications services. This exposure to the outdoor
environment tends to corrode or otherwise degrade the metals
that are a key component of these structures, and efficient
maintenance to prevent such degradation is of vital importance.
Since the main cause of metal corrosion is exposure to sea salt
particles, NTT Energy and Environment Systems Laboratories (NTT
EESL) has been developing a Sea Salt Corrosion Risk Visualization
System that enables map-based monitoring of sea salt damage
risks over a very wide area. NTT EESL completed development of

the system in fiscal 2012, and is now making the outcome of its
efforts available to NTT Group companies.

Based on measurements taken throughout Japan, the Sea Salt
Corrosion Risk Visualization System visualizes sea salt corrosion
risks on maps using indicators such as sea salt particle quantity,
corrosion speed, corrosion quantity and life expectancy. This is
expected to boost our operational efficiency by facilitating the
formulation of plans for maintaining vast quantities of equipment
and replacing equipment in high-risk areas with components
designed to withstand corrosion, as a result improving the
reliability of our equipment and reducing our environmental
footprint by extending its useful life.

Sea Salt Corrosion Risk Visualization System

Equipment
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Display of results
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Combining domestic and overseas service
centers to deliver one-stop service

N'T T Communications
\

NTT Communications provides a total 24/365 service to support
the business growth of customers with global operations by
providing stable, high quality ICT infrastructure irrespective of
region, including establishing alternative trunk routes, duplicating
or decentralizing telecommunications facilities, monitoring
service status and processing error reports.

NTT Communications'domestic and global service centers
were previously located on separate floors, but it brought them
together on the same floor in fiscal 2011 and consolidated both
sections into a single organization in fiscal 2012 to provide a
one-stop service to customers using networks that combine both
domestic and international lines. It also enabled even more
seamless integration of domestic and overseas operations in fiscal
2012 by combining service manager duties for operations/quality
management, improvement proposals and other tasks.

In the wake of the Great East Japan Earthquake, both
domestic and global service centers worked with each other and
with equipment sections and overseas subsidiaries, leveraging
expertise gained from disaster drills and past earthquakes to
promptly ascertain damage and implement workarounds.
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Safe and secure communication

Disaster readiness

Ensuring stable and reliable services as critical
infrastructure

Communications network disaster
preparedness based on three basic policies

(©) NTTGroup

1. Improving communications network reliability
The NTT Group is endeavoring to further enhance the reliability of
its communications networks, and has learned many lessons from
past disasters that it has applied to ensuring the continuity of
communications services in the event of a disaster through such
means as trunk line multi-routing and distributed location of
important communications centers fitted with transit switches.
We also strive to secure and improve the ability of
communications equipment housings, steel towers and other
facilities to withstand disasters such as earthquakes, flooding and
fire in accordance with predetermined design standards.

2. Securing critical communications

When a disaster strikes, the telephone system of the affected area
is inundated with calls, causing network congestion. Under such
conditions, we suppress ordinary phone traffic to secure critical
communications services necessary to conduct emergency rescue
and restoration operations and maintain public order, and to keep
emergency number services such as 110, 119 and 118* going.

We also provide general customers with Disaster Emergency
Message Dial (171), Disaster Message Board Service and Disaster
Emergency Broadband Message Board (Web 171) as means of
checking on the safety of relatives and friends in affected areas.

Furthermore, we make our public telephones available free of
charge, provide specially installed public telephones, lend out
satellite mobile phones and install free phone charging points at
evacuation centers and other locations in affected areas to secure
means of communication for disaster victims.

*Emergency number for maritime accidents and incidents. Calling 118 connects
the caller to Japan Coast Guard to report accidents at sea, oil slicks, suspicious
vessels and any other maritime contingency that requires help. The 118 service
was launched in May 2000.

3. Prompt restoration of communications services

The NTT Group stations highly mobile disaster response
equipment such as power supply vehicles, portable satellite
equipment and mobile base station vehicles equipped with
satellite links at locations throughout the country to aid in the
prompt restoration of services and securing of critical
communications in disaster stricken areas. If communications
services have been disrupted by a disaster or other causes, this
equipment is used to restore services as rapidly as possible.

In the event of a major disaster, a disaster management
headquarters and other emergency structures are also
immediately set up to implement service restoration operations.
Depending on the scale of the disaster, a wide area support
network encompassing group and other affiliated companies
around the country is also created to assist in disaster response.

Portable satellite equipment

Mobile base station vehicle equipped with satellite links
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Ensuring stable and reliable services as critical
infrastructure

Safe and secure communication

Disaster readiness

New initiatives prompted by the Great East Japan
Earthquake

M Equipping communications buildings with
stronger disaster defenses
In addition to the backup power sources that communications
buildings are already equipped with, we are expanding our
emergency fuel stores to guard against prolonged wide-area
power outages, boosting our fleets of power supply vehicles and
other operational resources, and strengthening our flood
defenses in line with local government hazard maps.

M Trunk line triple-routing

We are introducing triple routing and detour routes for trunk lines
between important prefectural communications buildings to
minimize the impact of active faults, tsunamis and other hazards,
and further boost the reliability of our infrastructure.

M Building Information Stations to prepare for disasters
We are working with convenience stores, local governments and
other organizations to install Wi-Fi hotspots and emergency
telephone lines to use as means of communication after disasters.

M “Wi-Fi Car” wireless IP communications vehicles
and communications rescue vehicles

These vehicles are equipped with wireless transmission equipment

to provide stopgap Internet and telephone connections to

evacuation centers and incapacitated critical facilities in the

aftermath of earthquakes, tsunamis and other disasters.

M Use of large zone base stations

To secure communications in high population areas, we have
deployed new base stations throughout Japan that are capable of
covering large areas in emergency situations.

M Provision of Disaster Voice Messaging Service

We have developed a new packet communications SMS service
for use during disasters and other times when phone connections
are down that enables people to record and send voice messages,
and notifies recipients by e-mail.

M Strengthening base station power outage
countermeasures

To secure communications at prefectural and municipal offices

during power outages, we have fitted critical base stations

throughout the country with generators or long-lasting batteries.

Wi-Fi Cars

Communications rescue vehicle

Developing lightning surge analysis technology to
protect communications devices in ordinary homes
from lightning

O NTT

Optical lines that transmit light pulses rather than electrical signals
are achieving increasingly widespread penetration among
ordinary households, with NTT optical service subscribers now
numbering close to 22 million, but terminal devices are
nevertheless prone to lightning surges, and a great many such
devices are knocked out by lightning each year.

NTT Energy and Environment Systems Laboratories (NTT EESL)
is accordingly working on the development of lightning surge
simulation and analysis technology to investigate where and to
what extent overvoltage and overcurrent caused by such surges
occur in household communications and power supply lines. As a
result of its efforts to refine the technology, NTT EESL was by fiscal
2012 able to pinpoint the routes by which lightning surges
penetrate terminal devices installed in subscriber homes, and has
made considerable progress in elucidating the mechanisms by
which terminals suffer lightning damage.

In June 2012, it used this technology to elucidate the technical
requirements for curbing lightning damage to the power supply
and communications line ports of terminal devices installed in
subscriber homes. It also examined methods for satisfying these
technical requirements and confirmed their feasibility.

NTT plans to start applying this lightning surge analysis
technology to customer buildings, communications buildings and
other facilities in fiscal 2014.
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Ensuring stable and reliable services as critical
infrastructure

Safe and secure communication

Disaster readiness

Expanding use of the
Area Mail Disaster Information Service

Installing large zone base stations for covering
large areas in emergency situations

docomo

NTT DOCOMO sends out mass "Area Mail” notifications to mobile
phones in areas where strong tremors of a seismic intensity of 4
and above are expected after a seismic wave with a maximum
seismic intensity of just under 5 or above is detected at two or
more earthquake detection points.

Area Mail uses a global standard technology called Cell
Broadcast (CB) that is not affected by traffic load and enables the
simultaneous delivery of messages to all subscriber mobile
phones in a specific area without using mobile e-mail addresses.

To enable local authorities to make use of the same Area Mail
mechanism to communicate information when struck by a disaster,
NTT DOCOMO also provides Area Mail: Disaster/Evacuation
Information for sending mass notifications of disaster/evacuation
information to all mobile phones in a specific area. In July 2011, the
Area Mail: Disaster/Evacuation Information service, which had up to
then been provided to municipalities for 21,000 yen per month, was
made free of charge as one of the disaster countermeasures
adopted in the wake of the Great East Japan Earthquake.

The number of local authorities deploying Area Mail grew
rapidly after the Great East Japan Earthquake, leaping from 49 at
the end of 2010 to 72 within three months of the disaster. This
number further increased from July, when the service became
free, reaching 969 local authorities by the end of fiscal 2012.

From February 2012, tsunami warnings issues by the Japan
Meteorological Agency were added to the information
automatically distributed in Area Mail notifications.

Moving forward, NTT DOCOMO will strive to maintain and
improve the stability and reliability of the Area Mail system and
expand the number of Area Mail-compatible handsets to enable
even more people to benefit from the safety and reassurance that
this service provides.

Area Mail

Earthquake Delivery to
early warning designated area
Tsunami warning

Japan NTT DOCOMO

Mass delivery to designated area
« No charges accrue to mobile
phone users.

g N
Meteorological Dedjcated Area Mail Y y
line peapval
Agency N Center § {
q ]
Message

Disaster / evacuation No delivery to areas other
information than those designated

Local é
authorities Internet )
1 A
EE ' | '
‘e
&

docomo

To secure communications in high population areas in the event
of a large-scale disaster or power outage, NTT DOCOMO began to
install large zone base stations in fiscal 2012. These base stations,
which are exclusively for use during emergency situations, can
cover a radius of 7 km, compared with the 1 km covered by
ordinary base stations. NTT DOCOMO is installing them on highly
quake-resistant buildings and steel towers, and is further ensuring
their reliability through multi-routing and use of uninterruptible
power supplies.

To guard against an earthquake striking Tokyo or Japan’s
southeastern coast, NTT DOCOMO is putting priority on regions
centered on Tokyo and Nagoya, and started by installing two large
zone base stations in Aichi and Gifu Prefectures in September
2011. In October, it installed another ten such stations in Tokyo
and the prefectures of Kanagawa, Nagano and Niigata, followed
by further installations throughout the country to bring the
nationwide total by the end of February 2012 to 104 large zone
base stations.

Normal Operation during
operation disasters Large zone
base station
N
> =
N7
g X
%

Coverage of several hundred
meters to several kilometers

Coverage of approx. 7 km
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Safe and secure communication

Disaster readiness

Ensuring stable and reliable services as critical
infrastructure

Joint research on the use of mobile spatial statistics
for estimating area-specific populations from
network operation data

docomo

NTT DOCOMO is seeking to contribute to society through the use
of mobile spatial statistics. These are statistics derived from the
operation data of networks for providing mobile phone services
that can be used to estimate area-specific demographic
information on an hourly basis. NTT DOCOMO is looking into ways
of using such data for the public good in such areas as urban
planning and disaster mitigation plans.

In the field of urban planning, for example, it is conducting
joint research with the University of Tokyo on monitoring public
transport service supply and demand, and on the impartial
selection of public park locations. It is also working with Kogakuin
University in the field of disaster mitigation planning on research
to estimate the number of people who would be stranded in the
center of Tokyo or would have to walk home if the city were struck
by a serious quake. The researchers found mobile spatial statistics
to be useful for estimating both categories.

The results of this research were presented at CEATEC JAPAN
2011, a cutting edge IT and electronics exhibition held at
Makuhari Messe in October 2011. The usefulness of mobile spatial
statistics to formulating measures for addressing the problem of
people stranded in city centers was recognized with the award of
the Grand Prix in the Safe and Secure Networks category of the
CEATEC AWARDS 2011.

How NTT DOCOMO plans to contribute to society through the use
of mobile spatial statistics

Network operation data

{ Processing to render identification of individual users impossible

Mobile spatial statistics

Research example: Estimating the
number of people likely to be
stranded in the center of Tokyo if it
were struck by a serious quake

M v

Urban planning

Consideration of future public
transport needs

Research example: Monitoring the
demand of public transport services
to city centers

Disaster mitigation planning

Consideration of measures to
help stranded people

Various means of checking on the safety of disaster victims

Expanding services for easy safety status checking
and information gathering when disaster strikes

(®) NTTGroup

To enable people to check on the safety of relatives and friends in
areas hit by a major disaster that has caused phone connection
problems, the NTT Group provides Disaster Emergency Message
Dial (171) for leaving voice messages by phone, Disaster Message
Board Service for leaving text messages by mobile phone, and
Disaster Emergency Broadband Message Board (Web 171) for
leaving text messages via the Internet. When we launch these
emergency services in the event of a disaster or other
contingency, we promptly inform our customers through the
mass media, website and other means.

In the past, mobile phone carriers each provided their own
versions of the Disaster Message Board Service, but one-stop
search across all of their message boards was enabled on March 1,
2010, and support for smartphones was added on March 18,2011,

In fiscal 2012, NTT DOCOMO further boosted the convenience
of its safety status checking service as part of its new disaster
countermeasures. In addition to adding voice guidance to its
disaster message board application to facilitate registration and
checking of safety status on its Disaster Message Board from
smartphones, it launched a Disaster Voice Messaging Service for
delivering digital voice messages at times when disasters have
incapacitated voice communications.

When a disaster occurs, NTT DOCOMO also lists the Twitter
accounts of public agencies and news media on the top pages of
its dmenu and iMenu sites to make it even easier for users to
collect disaster-related information. It has also enabled the
checking of safety status information posted to Google Person
Finder from its Disaster Message Board.

How the Disaster Voice Messaging Service works
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Safe and secure communication

™)

g 1‘“1‘4

Practice drills related to communications services ——

Practice for Disaster Countermeasures Office
operation after a large-scale disaster in conjunction
with government comprehensive disaster drills

@ NTTGroup

NTT holds disaster drills on Japan’s Disaster Prevention Day on
September 1 to coincide with the government’s annual
comprehensive disaster drills held on the same day. For the fiscal
2012 drill, it practiced the operation of a Disaster
Countermeasures Office and the setting up of an alternative site
for such an office in line with the government’s drill scenario for
an earthquake centered on Tokyo. The approximately 20 members
of the Office checked basic procedures related to emergency
call-up and the setting up and operation of the Office, and the
system for sharing information between group companies.

NTT Corporation and group companies also participated in
the government’s comprehensive disaster simulation exercises for
an earthquake centered on Tokyo that were held in January 2012.
The aim of these exercises was to raise disaster response
operational capabilities through role-playing simulations of
Disaster Countermeasures Office operations based on
government Guidelines for Emergency Response Activities and
other guidelines. We also checked the sharing of information with
other participants, including the nine participating prefectures
and cities of the Greater Tokyo area and other designated public
institutions such as railways and major transport companies.

NTT will continue to hold drills linked with the government's
comprehensive disaster drills to further develop its knowledge and
skills in operating a Disaster Countermeasures Office (including the
operation of alternative sites), and to check and test its Disaster
Countermeasures Office operation system from the perspective of
representing the response of the NTT Group as a whole.

Joint drills with the Japan Self-Defense Forces

Ensuring stable and reliable services as critical
infrastructure

Supporting customer disaster mitigation and response

Leveraging ICT solutions to support
business continuity when disasters strike

NT T Communications
.y

NTT Communications provides various ICT solutions for helping
companies to draw up business continuity plans (BCP) and
mitigate the risks to their business and employees posed by
natural disasters such as earthquakes and typhoons, terror,
pandemics and other contingencies.

One such solution is Safety Check/Mass Notification Service, a
BizCITY SaaS application for collecting and collating the safety
status of employees and their families in the event of disasters and
other emergency situations, and for the mass issue of emergency
instructions. Another is Earthquake Newsflash Distribution Service,
which can also be integrated with elevator stoppage and other
equipment control requirements. By providing solutions such as
these, NTT Communications helps to support the business
continuity of its customers by protecting the safety of employees
and mitigating damage.

Another NTT Communications solution is Biz Desktop Pro, a
desktop virtualization service for creating virtual desktops in the
cloud that are exact copies of physical desktops within the
company, and can be accessed remotely from anywhere at any
time. A great many companies using this service confirmed after
the Great East Japan Earthquake that it had enabled their
employees to access their virtual desktops from home or
elsewhere when power outages or other factors made
commuting impossible, and that business continuity was
maintained as a result. Interest in this service has grown steeply
since the earthquake from the need to save electricity by having
employees work from home.

NTT Communications will continue to support business
continuity in emergency situations through providing ICT
solutions for protecting corporate information assets.
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Safe and secure communication
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Supporting customer disaster mitigation and response

Providing satellite telephone services to secure
stable communications when disaster strikes

Ensuring stable and reliable services as critical
infrastructure

docomo

NTT DOCOMO offers WIDESTAR Il as a satellite telephone service
that can provide stable and largely disaster and weather-resistant
communications around the clock. WIDESTAR Il uses two
geostationary satellites positioned over the equator to cover all of
Japan, including its coastal waters up to about 200 nautical miles.
In addition to disasters, it can also be used as a means of
communication in mountainous areas and on islands and ships,
providing voice, data and fax communications services.

WIDESTAR Il is a high-speed service providing maximum
downlink/uplink speeds of 384 kbps and 144 kbps respectively!.
WIDESTAR Il also includes convenient optional services such as
exclusive subscriber channels, PtoP? communications that use only
the WIDESTAR network, and simultaneous broadcast to a maximum
of 200 destinations. As of the end of March 2012, the number of
WIDESTAR Il subscribers had risen to about 10,000 (out of a total of
approximately 40,000 for all DOCOMO satellite telephone services),
with mass media, banks and manufacturers as well as local
authorities and other public institutions among its users.

DOCOMO plans to respond to increasingly sophisticated and
diverse needs by developing new solutions including integration
of WIDESTAR with video streaming, data communications, Wi-Fi
devices and smartphones.

1. The data rate is the maximum value of the technical specification when sending
and receiving, and does not represent the actual data rate. Communications are
provided on a best-effort basis. The actual data rate may differ depending on the
communications environment and network congestion.

2. Point to Point
Communications restricted to two endpoints

WIDESTAR Il satellite phone terminal

Developing seismic resistance technologies
for telecommunications equipment and non-
structural elements

(® NTTFACILITIES

NTT FACILITIES is endeavoring to ensure the seismic resistance of
telecommunications equipment by conducting vibration
experiments to assess the resistance of equipment located on
building floors when shaken by earthquakes.

For these experiments, it is using DUAL FORCE, a 3D vibration
experiment system that it started to use in 2010 with the aim of
developing technologies for countering the kind of long period
ground motions that are anticipated in the event of a serious
quake along the Nankai Trough. In October 2011, NTT FACILITIES
used DUAL FORCE and other vibration experiment devices to
conduct experiments on the impact of long period ground
motion on its FIT Floor double floors and steel frames etc. for
supporting telecommunications racks and other equipment, and
on air conditioning equipment. These experiments showed that
the tested equipment was unaffected by long period ground
motions, demonstrating the effectiveness of existing material
strength design methodology. Moving forward, NTT FACILITIES
plans to use DUAL FORCE to develop long period ground motion
seismic resistance evaluation techniques and seismic resistance
technologies for various other equipment in addition to
telecommunications equipment.

In addition to damage inflicted by the Great East Japan
Earthquake tsunami, the tremors themselves caused extensive
damage to secondary structural elements and equipment. NTT
FACILITIES has accordingly focused in particular on how tremors
affect suspended equipment because of the risk that such
equipment poses to people if it drops. Using DUAL FORCE, the
company conducted experiments to reproduce the dropping of
full-scale air conditioners to investigate the factors causing them
to drop and develop technologies for making them more resistant
to earthquakes.

NTT FACILITIES will continue these efforts to create a safer
society by further developing seismic resistance technologies for
non-structural elements as a business continuity planning
research goal.

Using DUAL FORCE to conduct experiments
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Safe and secure communication Ensuring stable and reliable services as critical
infrastructure

Supporting customer disaster mitigation and response

Providing SmartCloud as a service to support
enterprise business continuity in emergencies

@D i comware

NTT COMWARE launched SmartCloud in 2010 as a cloud-based
service to support enterprise business continuity planning (BCP)

for major disasters or other emergency situations by enabling
continued use of company information systems and providing an
environment for the continued execution of business tasks.

SmartCloud is underpinned by 24/365 operation and data
centers with outstanding disaster resistance. In-house power
generators capable of supplying power for over 72 hours and
contracts for the preferential supply of fuel are among the means
used by NTT COMWARE to secure alternatives, enable continued
use of IT systems, and protect the information assets of its
SmartCloud customers in emergencies. In fiscal 2012, the
company added Nagano and Hokkaido to its main data center
locations, bringing the domestic total to six.

NTT COMWARE is steadily expanding its SmartCloud lineup,
which includes the SmartCloud Desktop virtual desktop service,
Smart Cloud Virtual Server and SmartCloud Mail. In fiscal 2012, it
added teleworking, backup and other business continuity
solutions by combining services, making SmartCloud even easier
to use as a BCP solution to guard against disasters, power outages
and other contingencies.

NTT COMWARE won recognition for these cloud services
when it was selected in February 2012 as one of the 14 best cloud
era brands in Nikkei BP's 4th Cloud Rankings.

-==22-_ SmartCloud.

Example of backup solution

Customer Backup of data, Data center (East Japan)
building system, website, etc. (Primary site)

ﬁl Network l

Data center (West Japan)
(Backup site)

v

v

Backups to guard
against emergencies
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Safe and secure communication

R&D for maintaining and improving information security

Research on quantum cryptography,
the ultimate security

Ensuring information security

O NTT

The provision of information security sufficient to ensure safe
online commerce, protect personal information and prevent the
leakage of confidential information is a matter of increasing
importance. RSA, which is currently the most widely used
encryption technology, depends on the computational difficulty
of integer factorization as the basis for its security, but with
increasingly powerful computing, integer factorization may no
longer constitute an impossible hurdle. For this reason, quantum
cryptography that makes use of the quantum properties of
photons is being increasingly studied as an absolutely secure
next-generation encryption method.

As a step towards the practical implementation of quantum
cryptography, NTT Basic Research Laboratories succeeded in 2007
in using a single photon to distribute a cryptographic key over a
200 km optical fiber, a world record. In 2009, NTT furnished
theoretical proof that its differential phase shift quantum key
distribution (DPS-QKD) protocol guarantees security at the single
photon level. In the same year, it also attained secure key
generation rates of over 1 Mbit/s for quantum key distribution and
demonstrated the security of DPS-QKD using single photons.

To test these achievements in a working environment, it
conducted further experiments in 2010 on its DPS-QKD quantum
cryptography system using a 90 km loop-back experimental
optical fiber network between Koganei and Otemachi in Tokyo. In
these experiments, it achieved sustained secure key distribution
with a generation rate of 2 kbit/s.

In 2011, it launched experiments to test the long-term
stability of its system when connected to an actual commercial
optical network linking the center of Tokyo to Western Tokyo
(Tama area). It continues its investigations to identify operational
and system management issues.

Because the security of quantum encryption is grounded in
the physical properties of light, it can never be decrypted using
computer-based cryptographic decoding technologies. NTT will
continue to research quantum cryptography with the aim of
enabling communications that can never be eavesdropped.

Development of cloud-based cryptographic key
storage to resolve online data protection issues

O NtT

NTT has developed a new cloud-based cryptographic key storage
mechanism for resolving online data protection issues.

Decrypting encrypted data has traditionally involved the use
of a decryption key that the user is required to store on a local
device or smart card etc, leaving data owners exposed to the risk
of information leaks as a result of lax key management. Because
NTT's cloud-based cryptographic key storage mechanism keeps
and manages decryption keys on the cloud and safely consigns
decryption of encrypted data to the cloud, it relieves the user of
the bother of managing decryption keys and effectively eliminates
the risks of information leaks through lax key management.

At the core of the new system is self-correction technology
that corrects errors and bogus data. The safety of consigning key
decryption to the cloud cannot be assured unless the system also
includes the means to detect incorrect decryption results. NTT
Secure Platform Laboratories accordingly leveraged its many years
of basic research in cryptography to develop a self-correction
technique that uses mathematical principles to ensure its security
and prevent unauthorized access and tampering with encrypted
data, thus guaranteeing the safety of consigning decryption to
the cloud.

NTT is now researching the practical implementation of this
cloud-based cryptographic key storage mechanism for general
business use. Researchers are investigating real world security
aspects from both system design and operation viewpoints while
also studying the social role of this technology, and NTT aims to
make a commercial system available within two or three years.

How cloud-based cryptographic key storage works

Key management cloud

Decryption
key

Decryption processes
consigned to the cloud
1.

y
Can
decrypt

—
N
h 4

rcyprcng

Confidential Confidential
document document

Becryption
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Safe and secure communication
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Promoting and supporting information security management

NTT CERT: Supporting security
across the NTT Group

Ensuring information security

Expanding MagicConnect mobile lineup to enable
simple and secure remote access to company PCs

(®) NTTGroup

A computer security incident response team (CSIRT) is an
organization that gathers information on computer security
threats, investigating them and implementing appropriate
response activities. NTT-CERT, operated by NTT Secure Platform
Laboratories?, is the CSIRT for the NTT Group.

In addition to handling inquiries regarding NTT Group
information security, NTT-CERT also works with security managers
and system administrators of group companies to minimize
security threats. It helps, for example, to test the security of Web
servers used by group companies, as well as conducting
experiments and providing consulting support related to the
security of the next-generation network (NGN)2 provided by NTT
Eastand NTT West.

In fiscal 2012, it received an increasing number of inquiries
from group companies in the face of growing domestic and
overseas cyber attack risks, and strove to provide stable handling
as NTT-CERT while also working to enhance the NTT Group's
ability to counter security threats by expanding its public
monitoring operations and building up its forensic investigation
capabilities and knowledge.

In the area of security analysis and evaluation, NTT-CERT
expanded its list of recipients for vulnerability information,
bolstered its security product evaluation capability, drew up
technical documents on security measures for the Android
platform and virtualization, and otherwise raised its security
analysis and evaluation capabilities while also sharing its
knowledge with group companies.

NTT-CERT contributes to improving the security level not only
of the NTT Group, but also of Japan as a whole by providing its
know-how to help other members of the Nippon CSIRT
Association3 to establish their own CSIRTs, as well as helping to
recruit members to the Association and promoting its activities.

1. Created when NTT Information Sharing Platform Laboratories was reorganized
in fiscal 2012

2. NGN (next-generation network)
A telecommunications network that combines the reliability and stability of
conventional telephone networks with the flexibility and economy of high-
speed, high-capacity IP networks. NTT has led the world in bringing NGN to
fruition, and has launched commercial NGN services.

3. Nippon CSIRT Association

A Japanese CSIRT organization established in April 2007 by NTT-CERT, JPCERT/
CC and others

O NTTIT

NTT IT's MagicConnect personal remote access USB keys enable
access to a specific company PC just by insertion into any other PC.

In May 2010, NTT IT released MagicConnect Fingerprint
Authentication USB Key as a new product that adds fingerprint
authentication to unique USB key hardware information and
password for businesses whose security policies require biometric
authentication. In February 2012, the company also started to
offer MagicConnect Mobile, which enables simple and secure
remote access to company PCs from Android devices and iPads.

These products have been designed for security, enabling
employees to access files from remote locations without
removing them from the company, and thus preventing the
intrusion of malware. Because they allow easy and secure access
to company PCs and servers from home PCs and other personal
devices as well as from Android devices and iPads provided by the
company, MagicConnect products are being widely used for
teleworking and mobile work. They have been selected for awards
such as the Telework Promotion Award for Excellence and SOHO
Awards Jury Award, and were by the end of fiscal 2012 being used
by about 1,800 businesses and other organizations.

MagicConnect Mobile usage scenario

Standard company business operations

« E-mail - Daily reports « Electronic approvals
« Checking schedules - Document preparation - Paperless meetings
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CSR Goals

Safe and secure communication

Ensuring information security

Protecting the personal information of customers

Group company initiatives to enhance
the protection of customer information

(®) NTTGroup

The NTT Group has established an NTT Group Information
Security Policy that states its position on information security, and
is doing its utmost on a groupwide basis to protect the personal
information of its customers and prevent information leaks.

NTT East

- Promotion of integrated company-wide information security
management through its Information Security Department, an
organization that reports directly to the president

- Further enhancement of employee education related to
information security through training and activities to
raise awareness

- Stronger technological measures to ensure information security,
including functions for preventing e-mails and other information
from being sent to the wrong address

- Use of physical measures such as the installation of cameras and
biometric authentication-based entry and exit controls to
bolster information security

NTT West

- Establishment of a Customer Information Protection
Reinforcement Period and Information Security Awareness
Period, and implementation of education, training, and checks
to boost employee awareness and ensure information
management fundamentals are being observed

- Use of information takeout ledgers to manage the taking out of

personal information from company premises

Limiting of work terminals enabling copying of data to external

recording media

- Limiting of external recording media used to keep customer
information to USB memory sticks equipped with fingerprint

.

authentication functions

Introduction of a system to limit employees able to send e-mails
with attachments to destinations outside the company to those
with prior permission, and to prevent such employees from
sending such e-mails unless they are CCed to superiors too

.

NTT Communications

- Yearly training according to level (yearly information security
training for all employees, including directors and temporary
staff, using video and educational texts followed by e-learning to
measure understanding. Also training for IT system
administrators etc.)

- Vulnerability diagnosis performed on information systems,
including those of group companies, to protect them from
Internet security threats

- Reinforcement of security governance as a group through

conducting security surveys of domestic and overseas
group companies

NTT DOCOMO

- Holding of regular Information Management Committee
meetings chaired by the Chief Privacy Officer (Senior Executive
Vice President) to consider and promote personal information
protection and periodically check and survey personal
information management and operations status

- Creation of learning tools covering personal information
handling and management methods, and implementation of
repeated and continuous training for directors, employees,
temporary staff, docomo Shop (business partner) personnel, etc.

- Provision of e-learning for all employees, including managers, on
the importance of strict information security compliance

NTT DATA

- Establishment of internal rules regarding the appropriate
handling of personal information, together with appropriate
review and revision in line with advances in information
technology and social change

- Yearly implementation of personal information protection
self-evaluation according to individual, organization and system

- In-house training (training according to level, e-learning-based
training, training focused on the protection of individual rights)

- Creation and distribution of a handbook on information security

NTT FACILITIES

- Nationwide acquisition of ISO 27001 certification from 2006, and
continued implementation of information security activities

« Provision of e-learning-based training for all employees

- Limitation of USB memory sticks used for work to those
provided by the company that are equipped with fingerprint
authentication to restrict access

- Use of terminal management tools to prevent the connection of
USB-based external recording media other than USB memory
sticks permitted by the company

NTT COMWARE

Establishment of rules based on the Personal Information Protection

Law, ISO 15001 and ISO 27001, acquisition of PrivacyMark in 1999,

continued implementation of information security activities and

personal information protection, including the handling of

customer information and measures based on rules

« In-house training (training according to role, e-learning-based
training for all employees, including those of partner companies)

.

NTT Urban Development

- Provision of training for all employees

- Strict account management and allocation of company IT
system access rights according to authority level

- Strict supervision of personal information handling
by subcontractors
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Promoting safe and secure ICT use and user etiquette

Nationwide staging of NTT Dream Kids Net Town
fun events to learn about telecommunications

Creating a sound user environment

Providing e-Net Caravan instructors to help protect
children from Internet-related trouble

(®) NTTGroup

The NTT Group held NTT Dream Kids Net Town 2011 as a series of
summer vacation events for children.

These events are staged jointly each year by NTT, NTT East,
NTT West, NTT Communications, NTT DOCOMO and NTT DATA,
with 2011 being the sixth year. The events are designed to enable
the children to learn about the fun and convenience of Internet,
smartphones and other ICT services through actually
experiencing them, while at the same time learning rules and
manners for their safe and secure use. The events also serve as
ideal content for summer vacation study assignments.

Net Town events have in previous years been open only to 4th
to 6th graders, but with children being exposed to ICT services at
younger ages now, the fiscal 2012 events were opened to 3rd
graders too, and attracted a total of about 1,300 children
nationwide. During the event period, we also opened a learning
site for children unable to participate in the actual events.

O NTTEAST (O NTTWEST dOGcomo

NTT East, NTT West and NTT DOCOMO provide employees as
instructors for e-Net Caravan, an initiative organized by the
Ministry of Internal Affairs and Communications and others to
protect children from computer viruses, spam e-mail, theft of
personal information, fraudulent claims and other Internet-related
trouble. Instructors give talks on safe Internet use for parents/
guardians and school personnel as well as students. These talks
have been held throughout Japan since fiscal 2007.

In fiscal 2012, the three companies provided instructors for
197 talks nationwide that were attended by 6,222 parents/
guardians and teachers and 13,778 students.

e-Net Caravan
http://www.e-netcaravan.jp/ (in Japanese only)

e-Net Caravan screenshot
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Safe and secure communication

Providing services to ensure child safety

Creating a sound user environment

Providing local authorities with ICT systems for ensuring
the safety of children traveling to and from school

(© NTTWEST

Owing to the merging and closure of schools in mountainous
areas in response to declining birthrate and depopulation, many
children in such areas now travel to and from school by school
bus. Because many parents/guardians are anxious about the long
time that such travel often requires, NTT West developed an ICT
system for ensuring the safety of children traveling to and from
school by school bus. Following field trials conducted under a
Ministry of Internal Affairs and Communications Service Model of
ICT Systems for Monitoring Children in Local Communities
project, the system went into full operation at seven elementary
schools in the city of Himi in Toyama Prefecture in fiscal 2010.

The system enables parents/guardians to keep track of school
bus movements and when their children get on or off a school
bus through the use of a GPS for providing information on the
geographical position of school buses, and smart tags attached to
the school bags of children that are capable of wireless
transmission of positional and other information of the child
concerned. In addition to enabling parents/guardians to check
bus and child movements through the Internet or local intranet,
the system also automatically sends e-mails to them when their
children get on or off a school bus.

In fiscal 2011, under the Ministry of Internal Affairs and
Communications' Ubiquitous Town Concept project to promote
the use of ubiquitous computing to benefit local communities,
NTT West extended coverage to a further five schools in the city

and enhanced the system to include first and second graders who

walk to school, thus allowing parents/guardians to keep track of
their children's movements irrespective of the means they use to
travel to and from school. From April 2012, third graders walking
to and from school were also added, bringing the number of
children covered by the system to 902 by May 2012.

In a questionnaire survey of system users conducted in fiscal
2012, a large majority responded either that the system is “very
useful”or “useful, but could do with improvements'.

NTT West will continue to support the operation of this
system so as to help protect elementary school children and
reassure parents/guardians and school personnel of their safety.

Protecting children from sex crime by
restricting access to child pornography sites

P T

NT T Communications
=

Blocking child pornography on the Internet is important from the
perspective of protecting children’s rights and ensuring a safe
Internet usage environment. The Comprehensive Measures to
Eliminate Child Pornography announced by the Ministerial
Meeting Concerning Measures Against Crime in July 2010 called
for all relevant government ministries and agencies to prepare the
ground for Internet service providers (ISPs) and other related
businesses to voluntarily block child pornography.

As a result, the Internet Content Safety Association (ICSA) was
established in March 2011 to manage a child pornography site
address list, and started to provide a list of such sites in April 2011
for the ISPs that make up its membership.

NTT Communications Group providers OCN and Plala have
since blocked access to child pornography sites and images based
on ICSA's address list.

In fiscal 2012, OCN also participated in a child pornography
blocking field trial organized by the Ministry of Internal Affairs and
Communications. OCN plans to share the knowledge it gained
through this participation with other ISPs and encourage those
that have not yet taken such steps to start blocking access to child
pornography sites.

Child pornography constitutes a serious violation of children’s
rights, and the NTT Communications Group will continue to work
with ICSA to implement measures to prevent such violations by
blocking the distribution of child pornography.
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Safe and secure communication

Pursuing customer satisfaction

Leveraging customer feedback to implement
improvements and develop new services

(©) NTTEAST

NTT East leverages customer feedback to implement
improvements and develop new services.

Customers provide NTT East with opinions, requests, and both
positive and negative feedback through its Customer Consultation
Center and other channels. Opinions and requests are discussed
from various perspectives at"Smile Working" sessions before being
passed on to a Smile Committee chaired by the president for final
deliberation. Decisions taken by this committee are shared with
the whole company. Positive feedback is used to encourage
efforts to boost customer satisfaction by commending the
employees concerned at twice-yearly presentations. Negative
feedback is taken very seriously by the whole company, with
information being shared with relevant sections, and actions
taken to prevent recurrence of complaints.

In fiscal 2012, NTT East's customer consultation service
handled over 140,000 inquiries, and held eight Smile Working
sessions and two Smile Committee meetings to consider 135
potential improvements distilled from opinions and requests.

A sample of customer opinions and the improvements they
prompted in fiscal 2012

Customer opinions ‘ Improvements

NTT East and NTT West Customer
Consultation Centers use the same
phone numbers. Could you give them
different numbers?

We enabled customers to choose
between NTT East and NTT West
Customer Consultation Centers
when calling.

Could you increase the size of the text
in the Hello Information newsletters
and also simplify the coloring?

We changed the size of Hello
Information newsletter text, and also
simplified the coloring.

Could you supply @Billing statements
in PDF as well as CSV format?

We started providing electronic billing
statements in PDF as well as CSV
format, and introduced other
improvements to facilitate printing
and saving.
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Safe and secure communication

Pursuing customer satisfaction

Customer First Activities for leveraging
customer feedback to improve services

(©) NTTWEST

NTT West takes the opinions and suggestions of its customers
very seriously. It has long endeavored to look at its business from
the customer’s perspective and evolve together with its
customers by making its Customers First Activities one of the
pillars of its business operations.

Under this initiative, its Customers First Activities Working
Group examines and discusses feedback provided by its
customers through its 116 customer information line and other
channels, decides courses of action for making improvements
across the Group, and reflects feedback in service improvements.

In fiscal 2012 too, it made 81 improvements to services based on
customer feedback. For example, it received a customer request for a
handy Disaster Emergency Message Dial (171) user guide, and
created a simple PDF guide designed to be cut out and folded into a
convenient credit card size after downloading and printing. Another
customer complained that the website for checking system
maintenance schedules and malfunction information was difficult to
find and understand, and so NTT West updated the website to make
it easier to use, adding search functions and extending the display
period for information from about two weeks to three months.

It also publishes details of customer feedback that has led to
actual improvements on its website.

Customer First Activities screenshot

Customer First Activities
http://www.ntt-west.co.jp/withc/ (in Japanese only)

Structure for promoting Customer First Activities

DOCOMO rated No.1 in customer
satisfaction survey

docomo

Being Japan's No.1 mobile phone service provider in terms of
customer satisfaction is one of DOCOMO’s business goals, and it
exerts itself in many directions to achieve this goal. These efforts
resulted in DOCOMO being rated as No.1 for overall customer
satisfaction in Japan for the second year in succession for
consumer users?, and third year in succession for business users2
in international market research firm J.D. Power Asia Pacific'’s 2011
Japan Mobile Phone Service Study.

1. According to the results of the J.D. Power Asia Pacific 2011 Japan Mobile Phone
Service Study*M, which obtained responses from 31,200 consumer mobile
phone users in Japan during the survey period in August 2011
http://www.jdpower.cojp/jdp_e/index.html

2. According to the results of the J.D. Power Asia Pacific 2011 Japan Business
Mobile Phone Service StudyM, which obtained 3,214 responses from 2,466
companies with 100 or more employees regarding mobile phone and PHS
service providers in Japan (with companies allowed to rate up to two mobile
phone/PHS service providers)

Structure for promoting Customer First Activities

Responding to customer feedback
(Active dialogue)

Opinions and requests

Responding to customer requests
(Customer support)

slawolsn)

—

Customer service counters etc.

Malfunctions / repairs

Engineering works

Customer Consultation Center

Service improvements and product development

Sections

F S
w

Top Group
4 management companies

‘—[ Informing customers of feedback leveraged to make improvements ]
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Building a quality management framework and making quality improvements

Building a quality management framework

Customer satisfaction initiatives

Regular meetings held by Appropriate
Advertising Oversight Committee

(®) NTTGroup

To provide telecommunications services that will meet the
expectations of its customers, the NTT Group is constantly striving
to improve its technologies and the quality of its products and
services, and provide a safe and secure platform for ubiquitous
broadband communications.

As part of these efforts, group companies have built quality
management systems and obtained ISO 9001 certification and
other quality management international standard certification
according to the nature of their business. Logistics outsourcing
specialist NTT LOGISCO, for example, also earned ISO 13485
certification for medical devices industry quality management in
2005 so as to provide medical equipment makers with logistics
services that they could use with confidence, and NTT
Communications in 2009 became certified for COPC-2000, a
quality management standard designed specifically for call center
services, so as to provide even higher quality support to its
customers and further cultivate trust in its ICT services.

In fiscal 2012, NTT COMWARE, which provides data center
services at six domestic sites, earned ISAE 3402/SSAE 16 Type II*
attestation for reporting description, design and operating
effectiveness of a service organization’s business procedures and
internal controls.

*|SAE 3402: International Standard on Assurance Engagements No. 3402,
Assurance Reports on Controls at a Service Organization, issued in December
2009 by the International Federation of Accountants (IFAC)/SSAE 16: Statement
on Standards for Attestation Engagements (SSAE) No. 16, Reporting on Controls
at a Service Organization, issued in April 2010 by the American Institute of
Certified Public Accountants (AICPA). Successors to the Statement on Auditing
Standards No. 70 (SAS 70), ISAE 3402/SSAE 16 report on controls at a service
organization which are relevant to user entities'internal control over financial
reporting. Type | reports include the service auditor's opinion on the service
organization’s description of controls and the suitability of the design of the
controls to achieve the specified control objectives. Type Il reports include the
service auditor's opinion, based on detailed testing, on whether the specific
controls were operating effectively during the period under review, as well as the
information contained in Type | reports.

(® NTTEAST

In addition to setting and promoting compliance with advertising
materials vetting criteria and rules through its Advertising Review
Office, NTT East holds regular Appropriate Advertising Oversight
Committee meetings chaired by a Senior Executive Vice President
to discuss group policies regarding advertising materials and
check on the status of implementation of those policies. Since
June 2008, NTT East has also required all advertising materials to
be vetted for appropriateness by its Advertising Review Office as
well as the creators prior to use.

In fiscal 2012, the company vetted 9,660 items. It also
endeavored to further ensure appropriate advertising by checking
the operation of its vetting system and, as it did the previous fiscal
year, holding seminars for employees to explain the Act Against
Unjustifiable Premiums and Misleading Representations and key
points about producing advertising materials that are easy for
customers to understand.

In fiscal 2013, NTT East plans to further promote appropriate
advertising by using customer monitor surveys and other means
to check that its advertising materials are easy to understand from
the outsider perspective.

NTT East will continue its efforts to ensure compliance with
relevant laws and regulations and the provision of clear-worded
and easily understandable advertising materials through further
institutionalizing vetting practices and improving the quality of its
advertising materials.
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Safe and secure communication

Customer satisfaction initiatives

Building a quality management framework and making quality improvements

Working with overseas telecommunications
partners to improve global network quality

NT T Communications
g

NTT Communications holds an annual Arcstar Carrier Forum (ACF)
to provide its customers with stable networks and address
growing business continuity demands.

NTT Communications has held ACF since 2000 to gather its
overseas telecommunications partners under one roof with the aim
of improving the quality of its global network service operations.
Far-ranging discussions are held every year on subjects such as
methods for resolving malfunctions and integration issues,
infrastructure design and integration processes aimed at preventing
problems from occurring and operation support systems that
enable the prompt analysis and resolution of problems.

In fiscal 2012, NTT Communications held ACF2011 on
November 15-16 in Kobe to discuss measures for improving the
quality of its Arcstar global network services and share operational
expertise and improvement examples with 21 participating major
overseas telecommunications companies. It also reported on the
impacts of the Great East Japan Earthquake on its
communications services, and on related recovery efforts.

NTT Communications will continue to work for the overall
improvement of its global network through leveraging ACF and
other means to accumulate further expertise to improve the
operations and quality of its international data communications
services, reduce failure rates and ensure the real-time provision of
information to customers by carriers.

Arcstar Carrier Forum
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Safe and secure communication

Customer satisfaction initiatives

Promotion of universal design

Promoting the use of universal design to provide
ICT services that are easy for everyone to use

O® NTT

NTT Service Evolution Laboratories'ICT Design Center devotes
itself to the development of design techniques for providing ICT
services that elderly people and novice users as well as ordinary
people will find easy to use, and will want to use. It also helps to
promote the use of universal design in ICT among NTT Group
companies and employees.

For example, it conducts a great many user evaluation
experiments on ICT device connection and configuration to assist in
the design of instruction manuals that enable customers to connect
and configure devices without any hitches. NTT East and NTT West
apply the findings of these experiments to their product manuals.

Making communications devices easier for anyone
to use, and improving information provision

(©) NTTWEST

Based on the Telecommunications Accessibility Guidelines for
Older Persons and Persons with Disabilities issued by the Info-
Communication Access Council*, NTT West continues to improve
the accessibility of its public and other telephones, and to make
the information that it provides easier to understand.

For example, it is installing public telephone boxes for
wheelchair users, and public telephones equipped with receiver
volume controls for people with hearing impairments, and card
and coin slot braille signage for the visually impaired. It is also
deploying digital public telephones featuring universal design
components such as large and easy-to-read keys and LCD displays.

NTT West also offers a telephone with a bone conduction
receiver to communicate the voice of the other party by vibration
through the bone behind the ear or elsewhere for people with
hearing impairments, and has since fiscal 2012 offered three types
of phone equipped with an emergency notification system that
enables up to three preset destinations — usually the phone
numbers of family or friends — to be
called just by pressing a special button on
the phone’s main unit.

NTT West has also established a
structure for leveraging customer
feedback received by the NTT
Communications Equipment Consultation

Public telephone box for
wheelchair users

Center and other channels to make

improvements to communications device settings. Where the
provision of information is concerned, it endeavors to make
information accessible to all, and enables visitors to its website to
choose between three font sizes to view content.

*Info-Communication Access Council

An organization created to promote the balanced development of
telecommunications equipment that is easy for anyone, including older persons
and people with disabilities, to use

Lectures and training for promoting
the spread of universal design and accessibility

NTT CLARUTY CORPORATION

To educate website designers and administrators as well as those
involved in assisting people with disabilities, NTT CLARUTY
provides a range of training and lectures on universal design and
the do's and don'ts of creating accessible websites that are easy
for anyone to use.

In fiscal 2012 too, NTT CLARUTY held lectures and training
workshops for local authority website administrators to raise
awareness regarding accessibility. In addition to giving two
lectures at Web Accessibility Seminar events organized by the
Japan Web Accessibility Consortium, it gave lectures at seminars
held by corporate members of the Consortium to present an
expert perspective on Web accessibility, and held four training
workshops on the same subject for Tokyo Metropolitan
Government and Fukushima Prefecture officials.

NTT CLARUTY also gives lectures and training workshops on
universal design and the barrier-free provision of information at
training courses for instructors involved in expanding the work
opportunities of people with severe visual impairments at
Polytechnic University and at many other courses for training
instructors in the provision of assistance to people with disabilities.

NTT CLARUTY plans to expand such lectures and training for
local authority and private sector personnel, students and other
people involved in various fields in assisting people with disabilities.

Itis also developing the content of the course in sign
language that it already provides to NTT Group companies so as
to enable it to offer the same course to other organizations

outside the Group.
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Team NTT communication

Goal 1 Goal 2 Goal 3

Activities that

contribute to respect
for diversity and

equal opportunity

Creating safe and
healthy workplaces

Corporate
citizenship activities

As Team NTT, we are committed to contributing to the creation of
flourishing communities.
We endeavor to conduct our business according to the
highest ethical standards and awareness of human rights,
and to create workplaces where diversity is respected

and all employees are able to realize their full potential.
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Team NTT communication

Promoting respect for diversity and equal opportunity

Creating workplaces where everyone can realize their full potential

Ensuring diversity

(©) NTTGroup

The NTT Group has always striven to create diverse workplaces in
which people can realize their full potential irrespective of sex,
age, race, nationality, disability or other factors. In October 2007,
NTT established a Diversity Promotion Office to bolster workplace
diversity efforts across the whole group, and by April 2008,
diversity promotion supervisors were in place in group companies.
The Diversity Promotion Office has
since worked with these diversity
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Diversity Promotion Office screenshot

Employment in the NTT Group

Women Men  Women Men Women Men

8,230 41,688 284 8,540 500 1,305

Total New
employees’ employees?
49,918 1,805

The above data represents eight core NTT Group companies: NTT, NTT East, NTT
West, NTT Communications, NTT DATA, NTT DOCOMO, NTT FACILITIES and NTT
COMWARE.

1. As of March 31,2012

2. Section managers and above

3. As of April 1,2012

Expanding employment of people with
disabilities

(®) NTTGroup

The NTT Group actively recruits people with disabilities and
endeavors to expand hiring opportunities for them. Following NTT’s
establishment of NTT CLARUTY in 2004 and NTT DATA's of NTT
DATA DAICHI in 2008, NTT West founded NTT WEST LUCENT in July
2009 as the third special purpose subsidiary within the NTT Group.

NTT CLARUTY

NTT CLARUTY works for the expansion of employment
opportunities for people with intellectual disabilities, as well as
operating the Yu Yu Yu information portal site for people with
disabilities and elderly people, universal design/accessibility
support services, printed material digitization service and a call
center business. In June 2011, it launched a calendar production
business that makes use of recycled paper and hired 28 people
with intellectual disabilities, and in April 2012, a business involved
in direct marketing and solicitation of subscribers to ICT device
fixed price maintenance services that by July employed 24 people
with physical and physiological disabilities.

NTT CLARUTY also actively provides workplace training and
workplace tours. In fiscal 2012, it provided such training to
organizations that train job coaches specializing in disabled
employment (4 persons, 2 times), and workplace tours to groups
from special needs schools with students wishing to find work (12
tours for 96 persons), employment support and other
organizations (8 tours for 60 persons) and NTT Group and other
companies (12 tours for 76 persons).

NTT CLARUTY furthermore provides NTT Group companies
with information and expertise on procedures for hiring people
with disabilities, employment management, and the creation of
workplaces that address a diversity of disabilities. Employment of
people with disabilities in NTT CLARUT Y-affiliated companies*®
stood at 1.96% on June 1, 2012, exceeding the mandatory
employment quota of 1.8% for people with disabilities.

*NTT companies certified as
affiliates of NTT CLARUTY
special purpose subsidiary
NTT,NTT East and 31 other NTT
companies

NTT CLARUTY workplace
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Team NTT communication

Creating workplaces where everyone can realize their full potential

NTT DATA DAICHI

NTT DATA has long employed people with disabilities in areas such
as system development and sales, but to enable more people
with disabilities to realize their full potential, it established NTT DATA
DAICHIin July 2008 as a special purpose subsidiary for creating
work opportunities for people with various disabilities. The
company provides a Web accessibility diagnosis service, as well as
being involved in website production, telephone switchboard/
line management, forestry dairy farming and other businesses.

In fiscal 2012, NTT DATA DAICHI not only grew its website
production business, but also expanded its lines of business and
created more work opportunities for people with disabilities by
launching a records management service and other businesses.

As a result, employment of people with disabilities in the NTT
DATA Group stood at 1.95% on June 1,2012.

NTT DATA will continue to promote the stable operation and
expansion of existing businesses and the hiring of people with
disabilities with the aim of boosting its percentage of employees
with disabilities to 2%.

NTT DATA DAICHI workplace

Promoting respect for diversity and equal opportunity

NTT WEST LUCENT

NTTWEST LUCENT launched operations in September 2009 as a
special purpose subsidiary of the NTT West Group. In addition to a
document digitization service, it operates a digital map
production and maintenance service business that utilizes
broadband networks to create teleworking opportunities for
people with disabilities that prevent them from traveling to work.
In fiscal 2012, it launched Dream Ark, a portal site for elderly
persons and people with disabilities, and also actively provided
workplace training to special needs school students (5 students, 4
times in fiscal 2012) as a registered Osaka Prefecture Employment
for the Disabled Support Company. Employment of people with
disabilities at NTT WEST LUCENT-affiliated companies stood at
1.87% on June 1, 2012, increasing from the previous year and
exceeding the mandatory employment quota of 1.8% for people
with disabilities.

NTT WEST LUCENT workplace

NTT DOCOMO

NTT DOCOMO actively hires people with disabilities in the belief
that supporting their independence is one of its corporate social
responsibilities. As of the end of March 2012, it employs 209
people with disabilities, which at 2.07%* of its workforce exceeds
the mandatory employment quota for people with disabilities.

*Figure for NTT DOCOMO, INC.
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Creating workplaces where everyone can realize their full potential

Strengthening female career development and
doubling the number of female managers

(©) NTTEAST

The NTT East Group regards diversity management as an
important aspect of driving its growth as a provider of
comprehensive ICT services to the general public. Since launching
its Diversity Promotion Office in April 2008, NTT East has
implemented a range of diversity policies and programs, but to
take these initiatives even further, it has set forth a clear vision for
implementation from fiscal 2013. It also drew up a statement of
commitment that explains its approach to diversity management
in simple terms.

In fiscal 2013, NTT East set itself the target of boosting the
number of female managers from 140 as of March 2012 to 300 by
the end of fiscal 2017, and is planning to further strengthen
female career development through expanding its training
programs for female employees.

By leveraging diversity management to motivate its
employees to aim high, work hard and demonstrate what they're
capable of, the NTT East Group aims to boost its corporate value
and contribute to the creation of a prosperous society.

Diversity Vision
Turning passion into power, and motivation into innovation

Diversity Commitment

The NTT East Group is committed to the continued innovation
of communications for keeping people connected.

To achieve this mission, we respect diversity, and expect each
and every employee to aspire to great things. We innovate
through getting our people to inspire and uplift each other,
and we aim to contribute as a corporate citizen to the creation
of a prosperous society by providing our people with an
environment in which they can work with pride, passion and
confidence to further develop our corporate strengths.

Our three diversity policies

1. Help employees to develop their careers.

2. Improve productivity by promoting a healthy work-life balance.
3. Promote diversity through proactive initiatives.

Promoting respect for diversity and equal opportunity

Supporting teleworking, childrearing and family care

Encouraging the use of childrearing and
family care programs

(®) NTTGroup

The NTT Group believes in the importance of balancing careers
with private life, and offers child care and family care benefits that
go beyond legally mandated levels. To address the issue of low
birthrate and aging population, we also place no limits on the
number of dependents that employees may claim under our
family allowance system. In April 2008, NTT's initiatives in this area
earned it the Kurumin Mark, a certification provided by the
Ministry of Health, Labor and Welfare in recognition of company
efforts to support child rearing by employees. Group companies
have also obtained the Kurumin Mark.*

We are endeavoring to further improve our childrearing and
family care programs to address the needs of employees and
revisions in laws. In fiscal 2011, we revised these programs in line
with the 2009 revision of the Child and Family Care Leave Law so
as to better enable our employees to balance work with
childrearing and family care commitments. We have also created
NTT-LiFE+, a childrearing and family care support site, on the NTT
Group intranet. In addition to providing details and instructions
on the use of the various programs, NTT-LiFE+ carries all sorts of
other information, including articles about employees who have
succeeded in balancing work, childrearing and family care
commitments.

We will continue to create an environment that enables our
employees to balance work with family care commitments in the
coming age when such needs are predicted to become greater
than ever. To this end, we plan to hold meetings to ',,-""' " i
exchange views and invite experts to share their

A
knowledge at study sessions.
‘b’”"m.r."
*Key Kurumin Mark-certified group companies: NTT, NTT East, NTT West, NTT
Communications, NTT DOCOMO, NTT DATA, NTT FACILITIES, NTT COMWARE, NTT
Software and Nippon Information and Communication
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Promoting respect for diversity and equal opportunity

Supporting teleworking, childrearing and family care

Family Day

Expanding childrearing support programs, and making
them easier to use (Egg Garden company creche opens)

(©) NTTWEST

NTT West held a Family Day at its head office building in August
2011 to coincide with the summer holidays of employees’
children. With the aim of promoting a healthy work-life balance
and participation of men in childrearing, the families of NTT West
employees working in the head office building were invited to the
company to view the offices, have lunch in the employee
cafeteria, and tour the NGN Service Operation Center.

Another component of the Family Day event was the
exchange of business cards between employees and visiting
children after the children were first drilled in the etiquette of
business card exchange. The children drew broad smiles with their
bright greetings and cute gestures, and the event proved to be a
delightful experience not only for the participating families of
employees, but also for their superiors and colleagues in every
office. Everyone, including employees not participating directly,
enjoyed themselves immensely, many commenting that they
hoped that Family Day would become a regular event, and that
the office would retain the family atmosphere and continue to be
a pleasure to work in.

A Family Day business
card exchange

NTTDAaTa

Prompted by a suggestion put forward by some employees, in
December 2011, NTT DATA opened Egg Garden as a company
creche on the ground floor of Toyosu Center Building Annex.

This has relieved employees of worry over lack of nursery
vacancies, enabling them to take maternity leave and then return
to work as planned. Female employees will hopefully be better
able to plan and develop their careers as a result. From the
creche’s opening up to March 2012, 12 infants were registered for
monthly care, and a further six for short-term care.

Egg Garden
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Fair evaluation

Promoting respect for diversity and equal opportunity

Introducing measures for boosting employee
motivation and satisfaction with evaluation

(©) NTTGroup

The NTT Group implements policies aimed at enabling each and
every employee to make the most of their abilities as members of
Team NTT, and to grow steadily as competent professionals and
take the initiative in developing their careers.

Improving personnel and pay systems
We strive to create personnel and pay systems that reward team play,
special skills and other strengths as well as individual performance.

Helping employees to develop their abilities

In addition to group training and OJT to enable employees to gain
necessary skills in various fields of business, we provide many
other opportunities for employees who are eager to get ahead,
including e-learning, distance learning, in-house certification of
skill levels, and support for earning qualifications.

We actively support career development, holding
management training for those ready to move to the next level in
line with their personal goals, as well as enabling employees to
discuss career development in personal interviews with their
superiors held at the start, middle and end of each fiscal year.

To nurture personnel capable of performing on the world
stage, we also send employees to study at overseas graduate
schools or participate in overseas trainee programs.

In-house recruitment programs

We raise motivation and promote networking within the Group
by providing in-house recruitment programs like NTT Group Job
Challenge and NTT Group Venture that present ambitious

employees with opportunities to seek new challenges. In fiscal
2012, about 230 employees used such programs to transfer to
their desired workplace.

NTT-Group Job

s ®
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NTT Group Job Challenge screenshot

Enabling non-regular employees to become regular
employees

(® NTTWEST

To expand opportunities for various people to fulfill their
ambitions, NTT West Group enables non-regular employees of
NTT MARKETING ACT, NTT BUSINESS ASSOCIE WEST, TelWel West
Nippon, NTT HOMETECHNO and IT-MATE companies who show
exceptional skills to become regular employees.

This program is open to employees involved in call center,
financial/payroll, SMB/SOHO sales, home repairs, system engineering
and other fields. As of April 1, 2012, a cumulative total of 1,585 people
have used this program to become regular employees.
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Support for developing capabilities

Promoting respect for diversity and equal opportunity

Nurturing employees capable of performing on the
world stage by posting them to overseas companies

docomo

To nurture people capable of working in a global capacity, NTT
DOCOMO offers a Global OJT program for employees of three
years'standing or more to work for one year at an overseas
subsidiary or partner company. Global OJT aims to cultivate an
international mindset and skills in overseas business practices as
well as language proficiency through actual work experience.

In fiscal 2012, DOCOMO sent five employees to the USA, UK,
Singapore and Spain. In fiscal 2013, it has further expanded
opportunities, sending six employees to work for one year in the
USA, UK, Singapore and Germany, and another two employees to
work for three months in India. The program, which offers a diversity
of training in sales, service planning and development and other
areas in line with the careers of the employees concerned,
represents an opportunity for employees to gain valuable
experience of a kind that would be difficult to come across in Japan.

NTT DOCOMO will review work destinations based on business
environment and trends as it continues to implement the program.

Launching Professional CDP,
a program to nurture high performers

NTTDAaTa

NTT DATA has launched Professional CDP as a career development
program for nurturing employees equipped with advanced
expertise and abilities to leverage change. Through this program,
NTT DATA supports the efforts of employees to drive their
personal growth by certifying their current level of development
and providing them with goals to aim for and guidance on how
to develop their capabilities to achieve those goals. It is now
introducing Professional CDP to NTT DATA Group companies too
with the aim of driving the groupwide development of high-
performing professionals.

Nurturing capabilities at offshore
development sites

NTTDATa

NTT DATA outsources some of its system development jobs to
overseas subsidiaries, affiliates and partners located in China, India,

Vietnam and other countries. The volume of such outsourced
work has grown in recent years, and in its medium term business
plan, NTT DATA has set a target of raising the ratio of offshore
system development work to 10% of the total for fiscal 2013.

However, efficient offshore development of quality systems
requires the provision of excellent communications and sharing of
development procedures with overseas subcontractors, and a
strong focus on quality improvement. NTT DATA is accordingly
deploying communications systems that enable smooth
information sharing, and providing education and training for
employees involved in offshore development and overseas
subcontractor employees. In fiscal 2011, it started providing
training for system engineers in overseas subcontractors in the
form of an e-learning-based basic course and a group training-
based advanced course.

In fiscal 2012, 255 system engineers took the basic course and 91
the advanced course. Another 300 or more are expected to take
courses in fiscal 2013. NTT DATA s also planning to develop practical
training programs based on communications and case studies for
software developers in English-speaking countries and Southeast
Asia. To provide a continuing education service, it will transfer the
management of existing education programs to the NTT DATA
UNIVERSITY, its educational organization, and plans to further develop
them as official NTT DATA Group education programs.

Nurturing professionals

(® NTTFACILITIES

NTT FACILITIES endeavors to nurture true professionals who have
gained advanced skills in their fields of specialization that enable
them to constantly come up with the best solutions. To this end, it
provides a wide range of specialized technical training according
to job type, and encourages employees to gain official
qualifications such as 3rd Class Chief Electrical Engineer or 1st
Class Registered Architect.

NTT FACILITIES has in recent years also established subsidiaries
and branches in the USA, China and elsewhere, and is accordingly
training employees capable of performing globally. In fiscal 2012,
it held Global Sales Meetings in Singapore and Malaysia, sending
employees to its subsidiaries in these locations to foster their
understanding and interest in its overseas ventures and get them
to support the company’s international business by building
networks with its overseas sites. In fiscal 2013, NTT FACILITIES
plans to hold further Global Sales Meetings in the USA and China.
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Creating safe and healthy workplaces

Occupational safety and health

Measures to eliminate accidents

(®) NTTGroup

The NTT Group has created a committee dedicated to eliminating
serious accidents to check the measures taken by group
companies that have suffered a serious accident to pinpoint
causes, prevent recurrence and provide necessary advice and
guidance, as well as oversee the groupwide implementation of a
common accident prevention policy.

Both the NTT East Group and NTT West Group are working
with partner companies to bolster their safety management
structures, while the NTT FACILITIES Group holds a Safety Rally
each year, and is in the process of introducing an industrial safety
management system.

NTT East
To promote aerial work safety, in fiscal 2012 the NTT East Group
focused on safety basics and the prevention of accidents by
holding regular pole top practice sessions and organizing
employees into small groups of 6 to 8 to hold safety issue
brainstorming sessions aimed at raising employee safety
awareness and cultivating a culture of safety.

Going forward, NTT East will focus on further raising employee
safety awareness and eliminating on-the-job accidents and
injuries by implementing measures tailored to the circumstances
and attributes of specific workplaces.

In December 2011, it also deployed a Construction
Occupational Health and
Safety Management
System (COHSMS)* and
earned COHSMS
certification to further raise
its safety and health
standards.

Checking safety procedures

*Construction Occupational Health and Safety Management System (COHSMS)
Safety management system based on guidelines drawn up by the Japan
Construction Occupational Safety and Health Association in line with the
Guidelines on Occupational Safety and Health Management Systems issued by
the Ministry of Health, Labour and Welfare in April 1999

NTT West
The NTT West Group promotes occupational safety across the
Group by sharing information on accidents through its Safety
Policy Review Committee to identify any issues in its everyday
operations. It is also endeavoring to eliminate serious accidents
through stressing worksite risk prediction, strengthening safety
patrols, and employing risk visualization and the use of praise to
raise employee safety awareness and bolster safety management.
In fiscal 2012, it designated June-July and November-December
as Safety Measure Reinforcement Periods and implemented a range
of safety measures. It also called for all employees to submit safety
slogans, selecting the best for commendations and use on posters

and block pad calendars that it distributed among employees to
boost workplace safety awareness.

A safety drill

NTT FACILITIES

As a new initiative aimed at eliminating accidents, NTT FACILITIES
has since July 2011 been steadily deploying F-OSMS, an
occupational safety management system. Based on this
management system, it also established a Disaster Prevention and
Safety Planning Office as an organization to drive planned and
sustained improvements in safety measures.

At the Safety Rally that it held in Tokyo's Yakult Hall in October
2011, NTT FACILITIES explained the goals and structure of its
occupational safety management system to share the same
awareness with all employees and prepare the ground for
implementing F-OSMS across the whole NTT FACILITIES Group.

Safety Rally
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Creating safe and healthy workplaces

Preventing overwork

Group company measures for preventing
overwork according to business

Using PC log management functions and other
means to promote appropriate work habits

(©) NTTGroup

The NTT Group takes measures to protect the health of its
employees and prevent them from overworking, including
designating every Wednesday as a day when employees should
refrain from working outside business hours. Group companies
also actively implement their own measures for preventing
overwork tailored to their particular businesses.

NTT Information Network Laboratory Group, for example, has
designated monthly paydays as well as Wednesdays as no-
overtime days. It also uses intercom broadcasts to encourage its
employees to comply with this policy and wrap up their work
within business hours on such days.

NTTDAaTa © NTTFACILITIES
@D i comware

NTT DATA, NTT FACILITIES and NTT COMWARE make use of PC log
management functions that record login and logout times to help
promote appropriate work habits and prevent overwork.

NTT DATA

Preventing overwork is a constant challenge in the ICT industry.
NTT DATA is striving to prevent overwork by setting itself the
targets of keeping average hours worked per year to under 2,000
hours and if possible even less, and reducing the number of
employees clocking over 2,300 hours.

In fiscal 2012, it reviewed work processes in conjunction with
summer power saving measures, introducing new refreshment
leave and anniversary holiday systems* and other measures for
reducing work hours and getting all employees to take more time
off. It also reviewed work hours in the light of employee computer
login/logout records, and sought to promote reform by posting
workplace reform success stories on the company intranet. As a
result of these efforts, average annual hours worked per employee
for fiscal 2012 came to 1,991 hours.

NTT DATA plans to promote comprehensive change in work
styles by taking a flexible approach to time and space, while at the
same time continuing to implement existing policies.
*Refreshment leave and anniversary holiday systems

New leave systems introduced in October 2011. The refreshment leave system
enables employees to take at least five consecutive days'holiday, including weekends

and national holidays, once a year. The anniversary holiday system enables employees
to select a specific anniversary beforehand to earmark as paid leave.
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Preventing overwork

NTT FACILITIES

In addition to using PC log management functions, NTT FACILITIES
seeks to manage and reduce employee work hours by measures
such as requiring employees to post color cards specifying
anticipated overtime hours. In fiscal 2012, it further enhanced
work hour management by strengthening the mechanisms for
enabling various sections, in addition to those responsible for
work management, to independently check employee PC logs.

[t also helps employees to manage their health through
ensuring strict compliance with rules designed to prevent
impairment of health through overwork, and requiring employees
working long hours outside normal business hours to consult
with an industrial physician.

In fiscal 2012, total overtime rose slightly in the first quarter as
a result of the Great East Japan Earthquake, but from the second
quarter on, NTT FACILITIES' efforts to reduce overtime paid off,
resulted in a year-on-year reduction in total overtime.

NTT COMWARE

NTT COMWARE endeavors to instill healthy work practices and
reduce overtime both through using an employee PC log-based
work hour management system and requiring employees to
display cards detailing planned overtime on their desks, and
through promoting communication tailored to the circumstances
of each workplace and other creative measures.

Itis also seeking to cultivate employee awareness through
providing Web-based training on how to achieve a good
work-life balance.

To further counter overwork and protect the health and safety
of employees, it has configured its work hour management
system to alert managers to instances of overtime that constitute
overwork, and requires overworking employees to see industrial
physicians and take other steps to lessen their work hours.

These efforts, together with synergy generated from summer
power saving measures, resulted in a year-on-year decrease in the
amount of overtime worked in fiscal 2012.

Creating safe and healthy workplaces

Mental health care

Expanding mental health care programs

(® NTTGroup

NTT Group companies are endeavoring to enhance the day-to-
day management of the mental health of their employees
through providing an increasing range of programs and services
tailored to their respective businesses and type of work.

NTT

NTT holds regular training sessions and otherwise endeavors to
nip mental health problems in the bud by providing its
employees with both in-house and external mental health
consultations services, mental health examinations and
consultations for employees considered to be overworking.

In fiscal 2012, it provided a self-care e-learning program for
non-managerial employees and both self-care and staff care
programs for managers, and ensured that all employees were able
to take these programs. It included exercises in communication
with subordinates in its staff care program for managers to make
the program more practical.

NTT East
In fiscal 2012, NTT East provided e-learning for non-regular
employees as well as regular employees who joined the company
in fiscal 2011 or later, in addition to working with its Health
Management Center to implement mental health examinations
and personal interviews with health management doctors, and
provide guidance on workplace improvement.

It also set up Heart Call, a health consultation help line for
employees and family members of employees working in areas
affected by the Great East Japan Earthquake.
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Creating safe and healthy workplaces

Mental health care

NTT West

NTT West provides web-based mental health examinations as in the
past, and has established a counseling center to help in the early
detection and resolution of mental health problems. Based on
Ministry of Health, Labour and Welfare guidelines*, it is also
implementing various measures for employees with emotional
problems that are preventing them from coming to work, including
working with health management doctors to establish a structure
for supporting the smooth return to work of such employees.

In fiscal 2012, it enhanced staff mental care by switching the
means for distributing its manual on staff mental health
management for managers from a printed pamphlet to an online
manual that can be updated at any time. It also distributed
information cards to all applicable employees and their families to
raise awareness of the activities of the counseling center.

NTT Communications
NTT Communications provides its managers with organized
“mental health keeper”training to enhance their abilities to watch
over the mental health of their staff and respond appropriately to
any personal problems. In fiscal 2011, almost all of its managers
earned the Mental Keeper qualification.

Moving forward, NTT Communications plans to extend this
program to its domestic group companies, and to develop
counseling services for employees posted overseas.

NTT DOCOMO

NTT DOCOMO employs various means to help ensure the mental
health of its employees, based on the Ministry of Health, Labour
and Welfare's Guidelines for Promoting Mental Health Care in
Enterprises.* Key policies include mental health examinations and
stress checks for self-care, staff care training of various kinds for
managers, and workplace inspections, post-health check follow-
up and interviews with all employees by in-house occupational
health personnel. These professionals also offer guidance to
employees showing a tendency to overwork. NTT DOCOMO also
provides employees with contacts for receiving mental health
care counseling outside of the company.

*Guidelines for Promoting Mental Health Care in Enterprises
Drawn up by the Ministry of Health, Labour and Welfare in August 2000

NTT FACILITIES

NTT FACILITIES continued to provide an independent counseling
center not directly connected to the company to offer counseling
to employees and their families on matters related to their work,
interpersonal relationships, private life and other personal issues.
The center respects the privacy of employees seeking advice, and
reveals no details of consultations to the company without the
permission of the person concerned. In its in-house Welfare
Newsletter, it encourages employees to make use of the
counseling service. In fiscal 2011, it also started to provide
e-learning to provide basic knowledge regarding mental health
and help to prevent personal problems.

In fiscal 2012, in addition to existing measures, it continued to
hold occupational stress checks for all employees, and held
meetings between managers, industrial physicians and others to
share views on alleviating stress in workplaces where stress
appeared to be prevalent.

NTT COMWARE

NTT COMWARE provides all employees with guidance on health
issues and educates them about the importance of maintaining
good health through its health management center. It also
distributes to all managers its Health Management Guidebook
which brings together important information related to
maintaining the health of employees. In fiscal 2012, it provided
managers with mental health training, and held mental health
checks (stress checks) for all employees. It also sent emails to all
employees that encouraged them and their families to make use
of an independent counseling service for seeking help on matters
related to their work, interpersonal relationships, private life and
other personal issues.
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Citizenship activities: basic policy and its implementation

Implementing citizenship activities in
environmental conservation and five other areas

(©) NTTGroup

All NTT Group company personnel and their families as well as
former NTT employees and people from local communities
actively participate on a sustained basis in our citizenship activities
as members of Team NTT.

In line with the Team NTT communication pledge set forth in
our CSR Charter, we carry out citizenship activities in the following
six areas: environmental conservation, social welfare, education
and cultural promotion, local community development and
dialog, international exchange activities and sports promotion.

Particularly where environmental conservation is concerned,
since fiscal 2010 we have been implementing groupwide
environmental contribution activities that involve the participation
of employees under the slogan “Green with Team NTT".

We drew up groupwide priority policies in fiscal 2011, and in
2012 implemented Operation Clean Environment local
community cleanups, the collection of PET bottle plastic caps for
the Ecocap Movement, the elimination of disposable chopsticks
from employee cafeterias and plastic shopping bags from kiosks,
and employee hands-on environmental education activities. The
annual Mt. Fuji Cleanup and greening of building rooftops that
were priority policies of fiscal 2011 were in fiscal 2012 combined
respectively with Operation Clean Environment and employee
hands-on environmental education activities to be continued as
closely related policies. As a result of setting groupwide
quantitative targets for top priority policies and calling for the
cooperation of all group companies, in fiscal 2012 we managed to
surpass both fiscal 2012 targets and fiscal 2011 results for PET
bottle cap collection and Operation Clean Environment by a
considerable margin.

We also focused in fiscal 2012 on saving electricity to respond
to the risk of nationwide energy shortfalls in the wake of the Great

Citizenship activities

East Japan Earthquake. In addition to promoting Cool Biz and
Warm Biz dress codes in summer and winter respectively, we
called on employees to save electricity in their homes.

In fiscal 2013, we will continue to focus across the Group on the
collection of PET bottle caps, Operation Clean Environment local
community cleanups, energy conservation measures and employee
hands-on environmental education activities as priority policies.

Green with Team NTT is one of the three approaches set forth
in THE GREEN VISION 2020, the NTT Group vision for the
environment announced in November 2010. We will continue to
involve our employees in efforts to further reduce environmental
impacts. Details regarding specific initiatives can be found under
"Green with Team NTT"in the “Communication between people
and the global environment”section of this report.

Green with Team NTT priority policy progress status

Policy ‘ Fiscal 2012 target ‘ Fiscal 2012 result

PET bottle caps collected 28,200,000 31,880,000
Elimination of disposable chopsticks o Implemented at
from employee cafeterias 319 cafeterias
Elimination of plastic shopping bags - Implemented at
from kiosks 62 kiosks
Employee hands-on environmental - 4,551 participants
education activities for the year
Operation Cleah Environment » 100,000 118,195
(local community cleanup) participants

2

The NTT 3/11 Recovery Forest Project, a hands-on
environmental education activity (tree planting) for employees
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Citizenship activities: basic policy and its implementation

Support for citizenship activities

Citizenship activities

Examples of citizenship activities

(Welfare)
Dementia support

(©) NTTGroup

Based on the belief that participation in citizenship activities can
help to broaden the mind, NTT Group companies are implementing
an increasing range of policies to support employee citizenship
activities, informing employees of support programs, and
commending citizenship activities carried out under such
programs. Other programs include a Matching Gift Program under
which group companies match donations collected independently
by employees, and a Volunteer Gift Program under which group
companies donate goods to facilities etc. where employees are
engaged in voluntary citizenship activities.

Under the fiscal 2012 Matching Gift Program, NTT matched
funds raised from employees by a voluntary employee welfare
organization for donation to a social welfare corporation based in
Kiyose City, Tokyo.

Key programs in support of volunteer activities

Program ‘ Details

This program provides goods from the volunteer’s

Volunteer Gift s
company to facilities etc. where the volunteer has been

Program active over a long period of time.
Matching Gift Under this program, NTT Group companies support
Program employees'fund-raising and charity activities by matching

donations made by employees.

This program enables employees to take extended leave
for volunteer activities or other purposes in line with life
design plans.

Volunteer Leave
Program

(© NTTWEST

NTT West Home Techno Kyushu (NTT HOMETECHNO Kyushu
Branch from July 1, 2012) conducts activities to gain a correct
understanding of dementia and watch over people suffering from
dementia and their families under the Ministry of Health, Labour
and Welfare’s 10 Year Campaign to Understand Dementia and
Build Community Networks.

In fiscal 2011, 12 employees at the Hitoyoshi Service Center of
the Kumamoto Sales Office took a dementia support training
course organized by the city of Hitoyoshi, and qualified as
dementia supporters. Leveraging the nature of their work, almost
all of which involves house to house calls, the supporters involved
themselves in watching over elderly people, asking after them,
passing on information, and such like. In fiscal 2012, the whole
company got behind the campaign, and 649 employees,
including head office employees, took the course and qualified as
dementia supporters. This number is slated to grow even larger in
fiscal 2013.

Dementia support training course class
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Examples of citizenship activities

Citizenship activities

(Education) Communicating the wonder of science
and technology

O NTT

The NTT Information Network Laboratory Group has long been
involved in educational support for children (whose interest in
science has declined in recent years in Japan), and activities to
contribute to local communities in the Musashino district of Tokyo
in which one of its laboratories is based.

For example, it holds summer vacation interactive science
classes for children to communicate how fun science can be
through making things and carrying out experiments. It also
participates every year in the Musashino Science Festa organized
by the city of Musashino, putting great effort into creating exhibits
that will appeal to children and enable them to learn about NTT
research achievements.

The NTT History Center of Technologies, which is housed within
the NTT Musashino Research and Development Center, also seeks to
whet the creative urges of the next generation by exhibiting a wide
range of artifacts from the historical roots of telecommunications in
Japan to recent technologies developed by the NTT Group. From
July 2010, it has opened its doors to the public on every Thursday
afternoon so as to make its historical telecommunications
technology assets available to a wider audience.

NTT History Center of Technologies

Interactive science class for children

(International) Co-sponsoring a Japanese-Chinese
speech contest in China

docomo

To help to further foster understanding between China and Japan,
NTT DOCOMO's Beijing Representative Office co-sponsored the
21st Voices of Japan-China Friendship: Japanese/Chinese Speech
Contest held at Tianjin Foreign Studies University in April 2012,
and the nationwide 7th Voices of Japan-China Friendship: All
China Japanese Speech Grand Champion Contest. At the
nationwide contest, 20 representatives selected from 460
universities in China gave impassioned speeches on the theme of
"Indomitable Courage”to an audience of over 300 to compete for
the honor of becoming No.1 in China.

The Beijing Representative Office has co-sponsored the
Japanese/Chinese Speech Contest every year since 2001, a
contribution that was recognized at this year’s contest with the
presentation of two special awards.

Commemorative photo taken after the award ceremony
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Examples of citizenship activities

Citizenship activities

(Environment) Solar-powered water purification
system “Solar UFO” installed in Fukuoka

(Environment)
PET bottle cap collection

(©) NTTFACILITIES

In April 2011, NTT FACILITIES installed “Solar UFQ’, a solar-powered
water purification system, at a moat in Maizuru Park in the city of
Fukuoka. Solar UFQ is a floating disc-shaped device five meters in
diameter, equipped with photovoltaic cells on its upper surface,
and filtering and aeration systems below that use the solar power
generated by the photovoltaic cells to purify the pond's water.
This was the second installation nationwide, following Osaka.

Solar UFO purifies water during the day, and lights up at night
to create a magical atmosphere with a LED system fueled by solar
power generated during the day. Maizuru Park is a very popular
park, and Solar UFO added to its scenic appeal while helping to
keep the moat water clean. NTT FACILITIES plans to relocate this
and another Solar UFO unit to Koshigaya Lake Town and Nagoya
University in fiscal 2013.

Solar UFO in Maizuru Park, Fukuoka

(®) NTTGroup

The NTT Group selected the collection of PET bottle plastic caps
for the Ecocap Movement, an activity that group companies had
carried out independently since 2008, as a groupwide policy and
intensified collection efforts from fiscal 2011.

By recycling PET bottle caps, the Ecocap Movement reduces
CO2 emissions from waste incineration, and uses part of the
income generated by recycling the caps to provide vaccinations
for children in developing countries.

In fiscal 2012, the NTT Group exceeded its target for the year
of 30 million caps, collecting a total of 31.94 million caps that
represents emissions reductions of 252 t-CO2 and vaccinations for
39,926 children.
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I Third party opinion

Mariko Kawaguchi

Nikkei) and other works

In the past, CSR generally referred to management areas such as
compliance, environmental management system building and
the use of PDCA cycles, but over the past four or five years, priority
has shifted to the leveraging of CSR as a management strategy
aimed at contributing to the resolution of social issues through
applying core competences, and raising corporate value as a
result. In this sense, | think that the NTT Group, a huge enterprise
with a workforce of over 220,000 and 772 consolidated subsidiaries,
is setting an excellent example of CSR best practice in the ICT
industry through its presentation — in combination with a broad
range of specific activities introduced in the detailed Web edition
— of its leader’s clear statement of a CSR philosophy aimed at
leveraging ICT to address social issues, its establishment of eight
CSR Priority Activities in the four areas of communication between
people and their communities, communication between people
and the global environment, safe and secure communication, and
Team NTT communication, and its setting of quantitative indicators.

Telecommunications infrastructure tends to go unnoticed
until something happens, and so the Great East Japan Earthquake
served to remind people of the importance of a solid
infrastructure, and the breadth and depth of today’s ICT networks.
It also raised awareness of the vulnerability of communications
networks and other related issues. NTT has reported here that it
has responded both by endeavoring to build even more disaster-
resistant networks and expand and improve its disaster services,
and by strengthening its research and development activities.
Since earthquakes, drought, floods and other natural calamities
are occurring with increasing frequency worldwide, NTT's initiatives
deserve high marks for the way they match today's needs.

The special feature, which introduced projects such as
e-learning in Africa, a pilot project to jointly test remote healthcare
technology in Japan, development of educational systems for
hearing-impaired children, DC power supply systems and remote
monitoring services, was fascinating, and brought home to me
the immense breadth of social issues that ICT can help to address.
I also thought that the roundtable video conference between key
people in group companies involved in business in China was an

management, CSR and socially responsible investing.

Senior Analyst, Management Strategy Research Department, Daiwa Institute of Research Ltd.

Ms. Kawaguchi joined Daiwa Securities Co. Ltd. in 1986 after completing a Master’s degree in public finance
and environmental economics at Hitotsubashi University’s Graduate School. She transferred to Daiwa Institute
of Research Ltd. in 1994, and after conducting corporate credit research, served in 2010-2011 as General
Manager for CSR in Daiwa Securities Group Inc!s Corporate Communication Department. She returned to
Daiwa Institute of Research in July 2011, and became a senior analyst in April 2012, focusing on environmental

Chief Executive and Secretary General, Social Investment Forum Japan. Trustee of the Sustainability Forum
Japan, Member of the EcoAction 21 Auditor Certification Committee, Member of Ministry of the Environment’s
Environmental Businesswomen, Member of Tokyo Metropolitan Government'’s Environmental Committee.
Co-author of Introduction to Socially Responsible Investing, CSR: Raising Corporate Value (both in Japanese, pub.

interesting example of how ICT companies can help reduce the
environmental and monetary costs of business travel. The outline
of the roundtable carried in the detailed Web edition provided a
glimpse of the efforts of people at the front line to contribute to
the development of Chinese society as they do business, through
the transfer of advanced Japanese environmental and safety
monitoring technologies, and the implementation of financial
system, logistics and other projects of great potential benefit to
society, while at the same time maintaining a diverse workforce in
China, where economic growth has also resulted in serious
environmental problems and income disparities. | felt that the
roundtable would also have been a valuable experience from the
perspective of driving all kinds of BoP businesses.

However, even as its value to society continues to grow, ICT also
has negative impacts that cannot be ignored. ICT is expected to
reduce the environmental impacts of society through the spread of
smart devices and such like, but as mentioned in the talk with
Oya-san, the NTT Group accounts for a full 1% of Japan'’s electricity
consumption. As one of Japan's leading companies, | think that NTT
should focus even more resources on the development of energy-
efficient IT equipment, green buildings, renewable energy and the
conservation of biodiversity. It also needs to address social issues
such as the safety of electromagnetic waves, Internet and computer
game addiction among young people worldwide, and the
exposure of children to Internet threats, a major concern of parents.
I know of course that NTT is already involved in research and
educational activities to address such problems, but these efforts
have not yet left their mark on society. Also, tools of the modern
age such as cars, electrical appliances and PCs have made our lives
very convenient, but our walking abilities, vision, hearing, stamina,
patience, dexterity and other abilities have suffered as a result. ICT is
the ultimate provider of convenience in the way it enables us to
share information across both time and space, and this report
demonstrates that NTT is making great efforts to cultivate the
positive social impacts of ICT. Moving forward, | would like to see it
do even more to pinpoint and highlight negative impacts, and to
actively reduce or remedy those impacts as an ICT industry leader.
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Our response

We have endeavored to make this report as readable as possible through
writing in plain, natural language, and using abundant illustrations and photos.
In the special feature on the theme of addressing social issues through ICT, we
introduced initiatives that we are implementing as a global ICT group
throughout the world, and also focused on R&D aimed at addressing energy
and environmental issues, providing details of some major achievements.

Ms. Kawaguchi praised our establishment of eight Priority Activities
under four CSR goals and setting of quantitative indicators. As a business
group that bears responsibility for maintaining communications
infrastructure, we also take particular pride in Ms. Kawaguchi’s comment that
“NTT's initiatives deserve high marks for the way they match today’s needs”
with respect to our research and development efforts and business policies
aimed at building more reliable and disaster-resistant networks and services
in the wake of the Great East Japan Earthquake.

Ms. Kawaguchi also remarked that while we are contributing to the
resolution of a very wide range of social issues through the utilization of ICT,
our groupwide efforts to counter the negative impacts of ICT “have not yet
left their mark on society."We much appreciate this valuable opinion, and will
put even greater priority on our efforts in this direction as we implement the
NTT Group’s CSR policies.

Furthering our efforts to contribute to society through ICT that comprise
the basis of our CSR also requires that we focus not only on bringing the
benefits of ICT to society, but also on mitigating any negative impacts of ICT
as an aspect of fulfilling our social responsibility to help create a safe, secure
and prosperous society. We intend to further enhance ongoing initiatives to
reduce the environmental impacts of both our own business activities and
those of society as a whole, R&D and services to maintain and improve
information security, and services and educational activities to ensure safe
and secure use of ICT by children and elderly people. We will also pinpoint
impacts on environmental and social issues, and endeavor to remedy them,
while at the same time conducting groupwide discussions on how to ensure
that such efforts leave their mark on society, and applying our findings to our
future initiatives.

Ms. Kawaguchi described our efforts as “an excellent example of CSR
best practice in the ICT industry”We will do all in our power to fulfill our
social responsibility as the NTT Group and ensure that we live up to her
words. We will continue to put priority on communication with our
stakeholders as we endeavor to contribute to the sustainable development
of society moving forward.

CSR Promotion Office
NIPPON TELEGRAPH AND TELEPHONE CORPORATION
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Reader feedback

Results of NTT Group CSR Report 2011
questionnaire survey

We would like to thank all those throughout the
world who responded to our questionnaire both
by post or fax, and via our website. We will make
use of your valuable opinions in the planning of
future CSR activities and reports.

1. Overall I Poor | Good
3% 7 4%
Average
23%
2. Understandability 1poor ——— | Good
O 44y,
Average —
569%
3. Amount of I Not enough I Too much
information 0% ' 4o,
Average —
969%
4. Readability | Poor | Good
( design, ) 3% 62%
font size,
graphs, etc. Average —
350

Representative opinions

Ever since the Great East Japan Earthquake, I've worried about
the vulnerability of the telecommunications infrastructure that
adds so much convenience to everyday life. | couldn’t use
either fixed line or mobile phone for hours, which made things
very difficult. As such, I'm all for creating disaster-resistant
telecommunications infrastructure on any scale.

Considering the fact that Twitter proved very useful when mobile
networks went bust, I'd like to see NTT work with other carriers to
provide a system other than mobile voice communications for
the stable sharing of information in emergencies.

The Disaster Emergency Message Dial and Disaster Message
Board services provided much-needed reassurance. At the
same time, the disaster made me realize how dependent we
are now in present-day Japan on phones and other easy
means of communications.

I think that NTT is in the best position to drive the
deployment of ICT in educational facilities, and | have high
hopes for its efforts in this area.

Japan’s population will continue to age, and so | think that
providing remote health consultations services for areas with
a shortage of doctors is a very worthwhile initiative.

I've always been interested in endeavors to create a more eco-
friendly society, and I'm even more interested now after the
Tohoku earthquake. | would love to see networks being
leveraged to create a low carbon society.

Contact information
3-1, Otemachi 2-chome, Chiyoda-ku, Tokyo 100-8116, Japan

E-mail: csr@ml.hco.ntt.cojp



http://www.ntt.co.jp/csr_e/

Detailed information pertaining to NTT Group CSR activities can be accessed via our website.
We are grateful for any comments or suggestions that we receive through the website.
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